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“Knowledge Management” is an approach 
for addressing the information overload that 
has evolved over the last few years.  ASTHO 
in partnership with the Centers for Disease 
Control and Prevention (CDC) has sought the 
input and expertise of numerous local and 
state ofﬁcials in developing this document. 
This knowledge management primer is meant 
to provide health ofﬁcials and other public 
health practitioners a high level introduction 
into the concepts involved in knowledge man-
agement, and to share some ideas about how 
experts and practitioners have attempted to 
organize their information.  
This document is organized into three major 
sections.  The ﬁrst explores knowledge man-
agement concepts, tracking the evolution 
of data to knowledge and identifying key 
components of knowledge management. 
The second section relates the concepts 
of knowledge management to public health 
activities and goals.  This section is built on 
the input from many public health profession-
als who participated in discussion sessions, 
reviewed drafts of the document, and provided 
examples of public health situations pertinent 
to knowledge management.  The ﬁnal section 
describes key activities that contribute to 
implementing a knowledge management 
approach in an organization or community.  
The goal of knowledge management is to 
provide a means to deliver the right infor-
mation to the right person and place at the 
right time.  Knowledge, like the ﬁnancial 
and human resources of an organization, is 
an asset that can be managed to enhance 
its value.  Knowledge is quite different than 
money, however, in that it can be created 
inside an organization through research and 
collaboration.  Additionally, knowledge, when 
distributed, shared, or used often results in 
more knowledge.  Organizations are realizing 
the value of managing knowledge to develop 
“learning organizations” where information 
and practices are improved over time.
Critical reasons to adopt a knowledge man-
agement approach within public health 
agencies are to capture knowledge needed 
to ensure public health preparedness, to 
manage existing information more effectively, 
and to enable public health professionals to 
work collaboratively in a virtual environment.
The building blocks of knowledge man-
agement include data, information, and 
knowledge. Data can be transformed into in-
formation through organization, categorization 
or indexing. Information in context becomes 
knowledge. Knowledge is commonly divided 
into two categories:  explicit (written, spoken, 
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electronic) and tacit (held by individuals, 
insight).  Knowledge management is an or-
ganization or community’s planned approach 
to collecting, evaluating, cataloging, integrat-
ing, sharing, improving, and generating value 
from its intellectual and information-based 
assets.  
Organizations develop knowledge manage-
ment strategies by supporting a data-sharing 
culture; addressing how data and informa-
tion are organized; establishing processes 
to more effectively collect, manage, and dis-
seminate information; and more effectively 
using technology. 
Challenges to implementing knowledge 
management in a public health context can 
include lack of leadership commitment, 
lack of understanding of an organization’s 
business processes, cultural barriers, lack of 
processes for data sharing and re-use, scope 
of content (too large and inadequately rep-
resentative), and lack of appropriate technol-
ogy and skills.  Addressing these challenges 
is essential to successful implementation of a 
knowledge management approach. 
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“Knowledge Management” is a process used 
by organizations and communities to improve 
how business is conducted by leveraging data 
and information that are gathered, organized, 
managed, and shared.  Many organizations 
are realizing they suffer from “data glut” and 
information overload as a result of new tech-
nologies and requirements to gather and 
maintain data.  Many have accumulated large 
collections of data and information that are 
often housed in separate ﬁles and databases 
and are not easily accessible for analysis 
and decision-making.  The ability to use this 
information is often limited due to lack of 
understanding about context, purpose, or 
assurance about the quality of the informa-
tion. 
This document provides an introduction to 
knowledge management for public health 
professionals.  The public health community, 
like many others, increasingly relies on digital 
information to conduct business.  Although 
technology has improved the ability to collect, 
analyze and share data rapidly, it has also 
produced fragmentation of information and 
systems that are not well integrated—often 
only replicating existing practices in electron-
ic form. Rapidly changing technology, lack 
of resources, failure to validate data require-
ments, complex data acquisition structures 
(e.g., intra-departmental and inter-agency 
initiatives), and disconnected data sets 
are challenging practitioners’ ability to use 
existing knowledge to advance public health 
practices. 
The remainder of this document, describing 
basic knowledge management concepts, is 
organized into three major sections.  The ﬁrst 
explores knowledge management concepts, 
tracking the evolution of data to knowledge 
and identifying key components of knowledge 
management.  The second section relates 
the concepts of knowledge management to 
public health activities and goals.  This section 
is built on the input from many public health 
professionals who participated in discus-
sion sessions, reviewed drafts, and provided 
examples of public health situations pertinent 
to knowledge management.  The ﬁnal section 
describes key activities that contribute to 
implementing a knowledge management 
approach in an organization or community. 
Throughout the text, sidebars are used as 
examples of public health activities and situ-
ations that may beneﬁt from knowledge man-
agement. 
1 Introduction
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Using Knowledge to Manage Information Access:  “The CDC Web site”
CDC’s Web site makes available approximately 250,000 pieces of content and receives an average of four 
million visits per month. Finding relevant content through search functions is a major challenge.  
CDC instituted three efforts to improve their Web site:
1.  Established a process to capture terms commonly used in searches of the Web site.  
2.  Created a thesaurus of public health terminology. 
3.  Drafted a policy that sets thresholds for evaluating and taking action on search terms.
Now, each month, search terms are aggregated into the top 1000 terms.  This allows CDC to:  
»  Add common misspellings as synonyms in the thesaurus to support connections such as “herpies” 
with “herpes.”
»  Correlate high volume search terms with “topics” to reﬁne matches in the “Related Topics” area above 
the search results on the search page.
Additionally, CDC is collating the searches that returned “zero results”.  This provides the ability to evaluate 
the terms used that result in zero returns and further reﬁne the topic lists, search engine algorithms and 
thesaurus.
As a result of these changes, CDC saw a drop from 55 percent to 17 percent of the queries being “zero 
results” returned.  CDC’s search score on the American Customer Satisfaction Index rose ﬁve points 
between quarterly reports. 
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2 Knowledge Management 
Concepts
Knowledge results from the ability to capture, 
classify, verify, organize, access, compre-
hend and use information efﬁciently and ef-
fectively.  The transition of data and informa-
tion to knowledge can signiﬁcantly enhance 
the ability of organizations and communities 
to carry out actions to address their goals. 
Effectiveness is dependent on the ability to 
access accurate information, perform ap-
propriate analyses, and react as quickly as 
the situation demands.  The public health 
community exempliﬁes these needs.  The 
potential to manage and make use of vast 
quantities of data and information has grown 
exponentially as technology has improved. 
Many sectors, however, including public 
health, have not been able to keep pace 
with technology changes or to organize data 
sets to optimize their use.  Data and infor-
mation continue to be difﬁcult to ﬁnd, their 
quality is unknown, they are often out-of-
date or in unusable formats, and they may 
not be available at all based on data sharing 
policies or practices.  The following sections 
explore the fundamentals of changing data 
into knowledge and the basics of knowledge 
management. 
2.1 Building Blocks
Data are not knowledge. Data, however, can 
be transformed into information, which in turn 
can be analyzed and further transformed into 
knowledge. Initial or working deﬁnitions of 
data, information and knowledge are critical 
to understanding knowledge management.
Data
Data are often deﬁned as unprocessed rep-
resentations of raw facts, concepts, or in-
structions that can be communicated, inter-
preted, or processed by humans or automatic 
means.1  Data can take many forms (e.g., 
textual, numeric, graphic, cartographic, 
narrative, or audiovisual).
Information
Data become information when they are 
assigned meaning. Conventions, such as 
speciﬁc categories of topics, dates, or places, 
may be used to assign meaning to data.1  In-
formation is created when data are valued in 
some way such as categorized, ﬁltered, or 
indexed.
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High Risk Pregnancies 
DATA may be gathered from diverse sources such 
as Medicaid records, hospital discharge records or 
state vital statistics records.  
These data can be organized to create INFOR-
MATION through linkages based on common 
geography, personal identiﬁers, or population 
characteristics.  
This information can be used to track patterns in 
birth weights, places of birth, ages of mothers. 
The KNOWLEDGE gained from these patterns 
can assist the public health providers in develop-
ing and evaluating intervention practices.  
electronic) and is the ordering of data and in-
formation according to well-deﬁned, formal-
ized procedures or rules (such as language). 
Tacit knowledge is understanding, insight, or 
instinct, built through experience and training. 
Tacit knowledge resides within the people of 
the organization and is not formalized into 
written or documented forms. It can only be 
made accessible for others’ beneﬁt through 
conscious efforts such as interviews, docu-
mentation of decision-making, mentoring, 
and other means to gather insight on how in-
dividuals carry out their jobs.  
Transforming Data to Knowledge
The evolution of data to knowledge is a multi-
step process.  An organization must ﬁrst un-
derstand the data it holds:  Where are the 
data?  What is their quality (e.g., how reliable, 
how accurate)?  How are they managed? 
What is their content?  Secondly, the data 
must be organized in some schema to make 
them more accessible, such as document-
ing the characteristics and quality of the 
data, developing mechanisms to share data 
across divisions, categorizing data, struc-
turing data for searches, and establishing 
relationships among different sets of data. 
Explicit schema for the organization of data 
provide greater insight into potential relation-
ships and relevance of other data sets. These 
actions help transform data into information. 
See Figure 1. 
Transforming information to knowledge 
requires that pieces of information be linked 
in meaningful ways, that relevance to the 
problem at hand is established, and that in-
Knowledge
Knowledge is information in context. Infor-
mation becomes knowledge when critical 
thinking, evaluation, structure or organiza-
tion are applied to support decisions or un-
derstand concepts.1  Knowledge differs from 
data or information in that new knowledge 
may be created from existing knowledge 
using logical inference.  If information is data 
plus meaning then knowledge is information 
plus processing.2  Knowledge evolves, while 
information accrues.3 Knowledge is typically 
categorized in two ways: explicit knowledge 
and tacit knowledge.4  Explicit knowledge can 
be thought of as “book knowledge,” i.e., it is 
available in a spoken or written form (including 
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Knowledge
Information
Data
Organization
Building
Understanding
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Establishing
Context
Figure 1:  From Data to Knowledge
formation is understood in a larger context. 
Understanding what information users make 
use of and how they use it are important 
aspects of transforming information to 
knowledge.  Knowledge is created when any 
of the following occur:
�»  Information is evaluated for accuracy and 
relevance.
»  Information is transformed to meet 
current or potential needs.
�»  Information is structured and organized 
for retrieval.
�»  Information is analyzed and the results 
evaluated.
�»  Information is routinely delivered or made 
accessible when and where needed for 
decisions. 
Table 1 provides a public health example of 
the transformation of asthma and air quality 
data to knowledge.
Data Information Knowledge
Asthma Number of hospital visits due 
to asthma
Asthma case data organized 
by geographic location, 
population, etc.
Understanding of the times 
and places to alert asthma 
patients due to risks posed by 
air quality
Air Quality Ambient air quality monitoring 
data
Air quality measurements 
organized by geographic 
location and time. 
Table 1:  Example of Data, Information, and Knowledge for Asthma and Air Quality
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2.2 What Is Knowledge 
Management?
There is no universal deﬁnition of knowledge 
management just as there is no universal ac-
ceptance of what constitutes knowledge. In 
a broad sense, knowledge management can 
be deﬁned as an organization or community’s 
planned approach to collecting, evaluating, 
cataloging, integrating, sharing, improving, 
and generating value from its intellectual and 
information-based assets.  
Researchers have used different words 
to describe the functions that comprise 
knowledge management, including acquire, 
value, structure, publish, and use data5 
and gather, organize, reﬁne, and dissemi-
nate data.6  Essentially, they all agree that 
knowledge management offers a formal, 
structured, approach to providing knowledge 
with an explicit strategic intent.7  In the public 
health arena, knowledge management can 
provide an effective and efﬁcient way of orga-
nizing what is known and then using this in a 
variety of capacities to improve public health 
services. Regardless of the deﬁnition(s) 
employed, knowledge management is a 
dynamic practice that must be able to adapt to 
ever changing social, environmental, political 
and legal landscapes (e.g., Health Insurance 
Portability and Accountability Act [HIPAA], 
Severe Acute Respiratory Syndrome [SARS], 
biological agents, etc.).   
2.3 Core Components of 
Knowledge Management
Knowledge management involves numerous 
speciﬁc activities such as establishing and 
supporting appropriate practices and proce-
dures, implementing standards, making use 
of appropriate technologies. Most important-
ly, however, is understanding how an orga-
nization does business, how it collects and 
uses information, and the nature of the data 
development and sharing culture.8  Managing 
knowledge is likely to change various aspects 
of the organization.  The goal of knowledge 
management is to move from “not knowing 
what you don’t know” to “knowing what you 
know” and using that knowledge to improve 
organizational effectiveness and efﬁciency. 
  
There are four core components or char-
acteristics of an organization that must be 
examined as part of the process of embracing 
a knowledge management approach.  These 
include the:  1) nature of the organizational 
culture; 2) condition and availability of the 
content of the organization (e.g., data, infor-
mation, experience); 3) processes that are 
used to collect, manage, and disseminate 
information; and 4) technology infrastructure 
(e.g., hardware, software, networks).  These 
components are described in more detail 
below.  
Culture
The culture of an organization consists of 
shared beliefs, values, understandings, 
myths, and “rituals” within the organization. 
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Culture is manifested in how an organiza-
tion envisions, measures, and carries out its 
responsibilities and mission.  Culture can be 
characterized by many attributes, including 
how information is communicated, the 
emphasis on teaming and sharing knowledge, 
attitudes toward change, and the incentives in 
place to reward performance.  The culture in 
public health organizations, as in many other 
sectors, is a complex mix of behaviors that 
supports and rewards individual research, 
collaborative research, sharing of practices, 
protection of privacy, public responsiveness, 
and interagency coordination. 
Content
Organizations collect data and informa-
tion as well as develop and cultivate skills 
and expertise. Data, information, skills and 
expertise can be thought of as the “content” 
resources of the organization.  The nature, 
amount, format, quality, and accessibility of 
these resources contribute to their value.  The 
content resources of an organization may 
be explicit or tacit. Content is often created 
and managed on an ad-hoc basis, making 
it difﬁcult to access. Content may reside in 
places where it is not accessible to others 
(e.g., tacit in individual brains, or explicit on 
individual hard drives and in ﬁling cabinets) 
or in undocumented formats that make it im-
possible for others to use. Many organiza-
tions generate content on an ad-hoc basis 
and then struggle to try to link pieces of infor-
mation together.  Content management can 
beneﬁt greatly through planning and develop-
ment of bigger picture understanding.  Critical 
functions of knowledge management are to 
use tacit knowledge to help manage and 
create explicit knowledge and to build more 
tacit knowledge.  
  
Processes
Processes to manage data and informa-
tion exist in all organizations in a variety of 
forms ranging from formal to informal.  For-
malized processes are critical to ensure the 
effectiveness of the creation, assessment, 
management, and dissemination of content. 
Ideally, processes add value that exceeds 
the burden of implementing the process.  The 
ability to develop and implement processes 
to support knowledge management is 
dependent on the organizational culture and 
business drivers.  At the same time, however, 
changing processes can assist in changing 
culture to create an environment that better 
supports knowledge management. Academic 
cultures, for example, might be facilitated in 
knowledge management efforts by encour-
aging processes that ensure recognition of 
ideas and content, perhaps by rewarding 
contributions to shared data repositories. 
Similarly, the way an organization conducts 
its business through its administrative 
processes (e.g., tracking correspondence, 
archiving, contract management) can also 
affect content, which can affect how data are 
subsequently used or not for other purposes. 
For example, products from contract work 
may not be indexed, linked, or stored for ac-
cessibility to others.
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Technology
Technology use has become pervasive 
throughout most organizations.  The nature 
and current use of technology within an orga-
nization, including how effectively it is used, 
are important to understand when considering 
implementation of knowledge management 
initiatives.  Existing document and record 
management systems, e-learning, geograph-
ic information systems, situation/emergency 
management systems, query and search 
functions, and collaborative technologies are 
examples of technologies that can contribute 
to the success of knowledge management. 
The types of tools an organization has been 
able to use successfully, levels of expertise in 
supporting technology use, and approaches 
to organizing and maintaining technology, are 
important aspects of an organization’s tech-
nology infrastructure.  This infrastructure and 
the ability of the organization to use the infra-
structure require examination when initiating 
a knowledge management approach.
  
Interaction
These four components are highly inter-
related. Understanding them together is 
important for tackling knowledge manage-
ment. In addition, they are the organiza-
tional elements most likely to change as a 
knowledge management approach is imple-
mented. How successfully an organization 
uses technology is likely to be a function of 
content (including skills), processes, and 
culture.  Over time, however, successful use 
of technology may help to drive the culture 
and processes in a way that will build a 
learning organization.  Characteristics of the 
four components in a public health context 
and actions to implement a knowledge man-
agement approach based on these compo-
nents are described in subsequent sections.  
School Surveillance to Track 
Public Health
The State of Illinois maintains a database of 
absences for all children across school districts. 
Public health ofﬁcials monitor illness trends by 
tracking the number of absences across space 
and time. Signiﬁcant spikes in absentee rates 
provide a warning of potential disease outbreaks. 
Knowledge about the patterns and extent of 
absences over time is used to consider prevention 
campaigns and potential school closures. 
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3 Knowledge Management and 
Public Health
Knowledge management can be a valuable 
tool for the public health community.  Public 
health is a multi-disciplinary ﬁeld addressing 
a broad array of topics pertaining to the health 
of human populations.  Public health profes-
sionals rely on research methods to identify 
causal and contributing health factors, and 
use a community approach to track, prevent 
and solve health problems.  Public health 
professionals require accurate data and the 
ability to access data quickly from disparate 
sources and transform those data into infor-
mation and knowledge to do their jobs. They 
also collaborate with many other organiza-
tions to respond effectively to public health 
issues.  Data, information, and knowledge are 
shared, structured, analyzed and transformed 
through surveillance, interactions, and inter-
ventions.  In many interactions, it is not simply 
the exchange of data that is valued, but the 
tacit knowledge that has come from training, 
education, and practice that contributes to 
knowing how to respond in diverse situations. 
Knowledge management seeks to capture the 
tacit knowledge that resides in the workforce, 
as well as the explicit knowledge that may be 
directly generated through the organization 
of information.  
3.1 Public Health Need for 
Knowledge Management
Knowledge, while critical to the success of 
the practice of public health, is often chal-
lenging to share, because it is individually 
held, not easily accessible, and often lost 
when individuals leave public health organi-
zations.  Public health practitioners, like many 
others who have come to rely on the use of 
information technology, need information to 
be readily available to address their business 
needs.  Information is both a necessary 
component and product of the Essential Public 
Health Services (Table 2).9  Unfortunately, 
while technology has improved the ability to 
manage and reuse vast arrays of data and 
information, public health institutions have 
not necessarily optimized the management 
of what they know to improve the delivery 
of the Essential Public Health Services. 
Single purpose surveillance and clinical care 
systems continue to be developed and data 
are still scattered, of poor quality, and in non-
compatible formats.  These Services and the 
role that knowledge management can play in 
addressing them are described in more detail 
in Appendix C.   
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done), and helps an organization to retain 
knowledge when staff departs. 
Critical reasons to adopt a knowledge man-
agement approach within public health 
agencies are to:  
1.  Capture and respond to more of the 
critical knowledge needed to ensure 
public health preparedness.
2.  Manage and integrate the information 
that already exists through indexing, 
cross-referencing, and sharing.  
3.  Enable virtual teams to work collabora-
tively with access to shared knowledge.  
3.2 Challenges of 
Knowledge Management in 
Public Health 
Knowledge management can be of obvious 
beneﬁt to public health organizations, but 
there are challenges that must be addressed 
to implement such an approach success-
fully.  Knowledge management requires that 
an organization be willing to examine how 
it does work and potentially change some 
aspects of the current environment.  Rarely 
is knowledge management going to be the 
purview of a single entity.  Additionally, the in-
formation needed for an organization to carry 
out its business must be identiﬁed, along 
with an understanding of the information 
that is and is not currently available (i.e. gap 
analysis), the value of current and missing in-
formation, current approaches for information 
A recent report by the Institute of Medicine 
echoed these issues.10 The report’s recom-
mendations spanned multiple aspects of 
public health (e.g., surveillance, client health 
services, water inspection, disease investi-
gation, public health education, enforcement 
of public health policies) and concluded that 
public health ofﬁcials must have the most up-
to-date information to conduct analyses, to 
report and disseminate pertinent information, 
and to collaborate with other agencies. 
Knowledge management can provide an 
efﬁcient way of developing and disseminating 
best practices and of continually assessing 
those practices for improvement. Knowledge 
management helps to codify knowledge so 
all may access it, decreases redundant work 
practices and system development (because 
there is access to what has already been 
Monitor health status to identify and solve community 
health problems 
Diagnose and investigate health problems and 
health hazards in the community
Inform, educate, and empower people about health 
issues
Mobilize community partnerships and action to 
identify and solve health problems
Develop policies and plans that support individual and 
community health efforts
Enforce laws and regulations that protect health and 
ensure safety
Link people to needed personal health services and 
assure the provision of health care when otherwise 
unavailable
Assure a competent public and personal health care 
workforce
Evaluate effectiveness, accessibility, and quality of 
personal and population-based health services
Research new insights and innovative solutions to 
health problems
Table 2:  Essential Public Health Services
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sharing, and current use of information (who 
uses it and how).  Clearly mapping these 
characteristics into workable schema is often 
an organizational challenge.  Appendices B 
and C offer a framework of various kinds of 
knowledge management activities.  
Many of the challenges are the result of an in-
creasingly demanding, evolving, and complex 
public health environment characterized by 
limited resources (funding and staff); increas-
ing numbers of public health issues; rapidly 
emerging issues; and difﬁculties in attracting 
and retaining staff with the range of infor-
mation and public health skills needed in a 
changing and multi-disciplinary environment. 
Culture 
As noted earlier, culture is the set of beliefs, 
values, and understanding that exist in an or-
ganization or community.  Supporting a culture 
that fosters knowledge management requires 
an in-depth understanding of how business is 
currently conducted, how information ﬂows, 
where knowledge exists, how knowledge is 
used, and what knowledge management skills 
an organization possesses and are required 
to be effective.  The varied nature of the work 
of public health organizations makes this a 
challenge, as there are many types of organi-
zational culture.  Chains of command, respon-
siveness to public needs, research practices, 
and many other variables that are part of the 
practice of public health are likely to affect 
culture.  The challenge is to characterize 
the components of the culture that affect the 
sharing of data and information.  For example, 
data from one practice area may be of sig-
niﬁcant value in other contexts, often with a 
relatively small incremental increase in effort 
to collect, document, or manage the data. 
Cross-organizational communication and in-
teraction to better understand how different 
practices might effectively be leveraged will 
also aid in knowledge management.  In these 
examples of cross-practice/program leverag-
ing, the cultural components to examine are 
communications (open versus constrained), 
support for processes to manage data (in-
place versus non-existent), and value placed 
on data sharing. 
Clear vision and leadership are needed to 
address the coordination and cross-cutting 
activities that support knowledge manage-
ment and to sustain the effort over time.  In-
centives for making data more universally ac-
cessible and usable should be considered. In 
many cases, disincentives exist, for example 
where information and knowledge are seen 
as power to be exchanged for favors, “infor-
mation hoarding” may occur.  Also, because 
public health efforts often involve a multitude 
of organizations, external coordination 
outside of an individual health department 
may be needed, requiring broader leader-
ship skills.  Leadership plays a strong role in 
establishing the cultural “will” to support and 
maintain practices such as data documenta-
tion and dissemination of research results.  
Content
Public health organizations have improved 
access to health data and information 
primarily through internal and external Web 
sites.  Increased access, however, has not 
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nizational boundaries.  Improved inventories, 
indexing, integration, evaluation, and presen-
tation could greatly improve both understand-
ing and the ability to use the information in 
various situations. 
Another challenge that public health agencies 
face is the difﬁculty of moving from collecting 
and processing data to a strategy that presents 
results and instigates behavior change or 
other interventions. It is much harder to com-
municate recommended actions or behavior 
change than to report raw results because 
judgments and interpretations are needed 
(e.g., knowledge must be applied).  
Tacit knowledge is one of the richest content 
assets of an organization.11  One of the most 
signiﬁcant challenges, however, in address-
ing content is capturing the tacit knowledge 
held by the individuals within an organiza-
tion.  By deﬁnition, tacit knowledge is not ex-
plicitly stated or communicated. Most people 
do not have either the time or inclination to 
try to describe what they know and there 
is often little incentive to do so.  Capturing 
tacit knowledge means making it easy for 
individuals to share what they know through 
training, collaborative opportunities, network-
ing, and other personal interactions.  Valuing 
tacit knowledge and the willingness to share 
it are also important in creating incentives 
for encouraging individuals to transfer tacit 
knowledge to one another. Much of the 
explicit content that is made accessible will 
require context or tacit knowledge to ensure 
appropriate interpretation and use.  
Fighting Diabetes
Public health practitioners can use a knowledge 
management approach to address diseases, such 
as diabetes. 
Accessing population-based DATA from health 
maintenance organizations and hospital discharge 
statistics allows practitioners to identify popula-
tions affected by diabetes (INFORMATION).  
Populations affected with diabetes can be deﬁned 
and invited to participate in assessment of risk 
factors and partake of community interventions 
Interventions can then be monitored for effective-
ness. KNOWLEDGE about which diabetes inter-
ventions work best in what circumstances thus 
emerges. 
always resulted in increased understand-
ing of public health conditions and trends 
by either the public or public health prac-
titioners.  Many organizations, in both the 
public and private sectors, present an “orga-
nizational view” of their information through 
their Web sites without spending the time to 
learn how their customers are likely to ﬁnd 
information.  Many health issues overlap 
traditional agency boundaries and the full 
picture desired by the public or practitioner 
is much broader than an agency’s mandate. 
Agency content or Web site managers must 
consider that their customers are interested 
in issues and knowledge that overlap orga-
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Content is often difﬁcult to present to multiple 
consumers. Different audiences beneﬁt from 
different presentations and levels of content 
detail as well as tools to extract, analyze, and 
display data.  For some audiences details 
such as scientiﬁc evidence and methods 
used in particular trials are needed, but for 
others this detail would be burdensome.  
Processes
Ideally, the data and information manage-
ment processes that exist in any organization 
are informed by the needs identiﬁed from the 
agency’s business activities.  In the practice of 
public health, the transactions or processes 
that occur—such as collecting data on cases 
or patients, organizing those data to under-
stand a trend or pattern, or using the infor-
mation derived to formulate an intervention 
strategy—should all be designed to optimize 
the work that must be done.  
Most frequently, data are collected for a single, 
speciﬁc purpose.  The practice of knowledge 
management, however, recognizes the value 
of collecting, or at least managing data for 
multiple purposes.  This means that organiza-
tions must understand not only how work is 
actually accomplished and the data required 
to support that work, but also how work ﬂows 
may intersect.  Developing this level of un-
derstanding about ﬂows and processes can 
be a challenge in many organizations, given 
the compartmentalization of processes, lack 
of standards, and difﬁculties in seeing the big 
picture. 
One of the major techniques that enables 
data sharing is clear documentation in the 
form of metadata.  Metadata are descriptions 
of the characteristics and quality of a data 
set (or software tool) and often include key 
words and geographic reference (if relevant). 
Metadata are generally searchable, improving 
the ease of ﬁnding, accessing, and using 
data.  Metadata are most easily created by 
the originator or modiﬁer of the data. Two 
commonly used metadata standards have 
been developed by the library and geospa-
tial communities—the library community’s 
“Dublin Core” and the geospatial communi-
ty’s metadata standard.12-13  Both of these 
standards are currently being incorporated 
as part of the International Organization for 
Standardization (ISO) standards to facilitate 
global sharing of data.  Despite the existence 
of standards, very few organizations have es-
tablished processes to formalize the capture 
of metadata.  Data sharing is also facilitated 
by consistent vocabularies that establish 
commonly understood meaning.  Shared vo-
cabularies are being used in medical libraries 
(e.g., http://www.nlm.nih.gov) and are being 
adapted for public health purposes. 
The public health sector, due to the distrib-
uted nature of responsibilities, must share 
content both internally and externally with 
other organizations. This creates signiﬁcant 
challenges in establishing processes that 
help to make data and information both ac-
cessible and universally understandable to a 
diverse array of institutions, partners, practi-
tioners, and customers.  
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Technology
The ability of many organizations to utilize 
technology effectively, especially given the 
pace of technological change, depends 
primarily on knowing how technology con-
tributes to the business of the organization. 
Many organizations react to needs as they 
arise and build or buy separate information 
systems to meet those speciﬁc needs, only 
recognizing too late the challenges of inte-
gration.  This is changing, as more agencies 
recognize the challenges of managing tech-
nology and information and are hiring “chief 
information ofﬁcers” who report directly to 
senior managers. These organizations then 
develop an “enterprise approach” to their in-
formation architectures, which means they 
organize information and technology based 
on the business practices and activities that 
the organization conducts.  
Public health organizations are increasingly 
using electronic technology to collect, store, 
access, analyze, visualize, and communicate 
data. For example, a survey of technology use 
in public health departments across the US 
found that by 2002, 85 percent of employees 
had access to a computer.14 However, the 
survey also identiﬁed a variety of challenges 
that public health practitioners face, including: 
out-of-date hardware, lack of software to map 
diseases, lack of quality control, inability to 
track patients and track community services, 
lack of training, slow Internet services, and 
no access to information technology staff.
Another challenge is that many individuals 
with expertise in information technology do 
not have knowledge of speciﬁc disciplines 
such as public health, and vice versa.  This 
means that the languages spoken by the tech-
nology and public health staff are different, 
creating communication difﬁculties.  This is 
compounded by the slow pace of electronic 
record development in many public health or-
ganizations and lack of dedicated funding for 
cross-program technology infrastructure.  
3.3 Knowledge 
Management and the Public 
Health Information Network 
Over the last several years CDC has begun to 
work with partners to formulate a strategy to 
coordinate a number of public health informat-
ics activities under the umbrella of the Public 
Health Information Network (PHIN).  Public 
health professionals recognize that within the 
broader public health community there are 
multiple systems in place for exchanging infor-
mation between public health laboratories, the 
clinical community, and state and local health 
departments.  PHIN is conceived as a crosscut-
ting, unifying framework for the many existing 
data sharing and public health networks.  PHIN 
will provide the means to monitor data streams 
for early detection of public health issues and 
emergencies, analyze the data, and dissemi-
nate the information to the right people at the 
right time.  PHIN will beneﬁt knowledge man-
agement efforts by helping to establish and 
promulgate standards for data management 
and communications.  CDC’s current activities 
on PHIN, including functional and technical 
speciﬁcations developed to date, can be found 
at www.cdc.gov/phin.  
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4 Steps to Public Health 
Knowledge Management
Public health organizations can engage in 
speciﬁc activities to lay the groundwork for 
using knowledge management tools. The 
suggested activities below will help an or-
ganization gain a broader perspective on 
knowledge as an asset. Based on the key 
components of knowledge management, 
consideration of the Essential Public Health 
Services, and discussions about public health 
functions and requirements (see Appendices 
B and C), the following are suggestions for 
actions under each of the major knowledge 
management components—culture, content, 
processes, and technology.
4.1 Support a Culture 
that Cultivates Information 
Sharing
                                                   
Knowledge management is an evolutionary 
process that starts by acknowledging that an 
organization’s information resources are a 
valuable asset.  For many public health or-
ganizations, considering knowledge as an 
asset to be managed and preserved repre-
sents a cultural shift.  Cultural change is only 
possible if the leadership of the organiza-
tion is committed to making change occur. 
Ideally, the level of commitment will be stable 
and long-term, but this can be challenging in 
public agencies where the political process 
often contributes to rapid turnover of leader-
ship. 
Evaluate Readiness for Knowledge 
Management by Assessing 
Organizational Culture
Senior management should support an as-
sessment of the current organizational culture 
and evaluate readiness for knowledge man-
agement. Assessments identify how com-
munications ﬂow, how work is accomplished, 
the skill set of individuals within the organi-
zation and the role that information plays in 
work. Identifying work tasks and activities is 
an essential early task (see Appendices B 
and C).  An organizational assessment could 
focus on establishing a shared vision of the 
possible information architecture for the orga-
nization.  This is both a process and a product 
that can help to educate all members of the 
organization on the potential for improving 
information integration and access to 
knowledge. Examples of current information 
sharing should be identiﬁed, recognized, and 
encouraged.  
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Recognizing individual efforts to improve 
the quality of data and to set performance 
goals to share data openly within and across 
organizations can help initiate an informa-
tion-sharing culture.  Rewarding efforts that 
bridge “silos” of segregated information is 
especially useful.  Incentives for improving 
accessibility could be discussed and imple-
mented, including public recognition, oppor-
tunities for acknowledging work well-done, 
and actual performance evaluation “credits” 
for reducing barriers to data.  Organizations 
can encourage open discussion of both 
success stories and impediments and foster 
a willingness to address concerns about the 
ability to access and make use of informa-
tion.  Concerns about privacy and conﬁden-
tiality could be addressed directly and used, 
as required, to ensure protection. However, 
it is important to keep privacy concerns from 
acting as a roadblock for appropriate informa-
tion sharing. 
Organizations can take advantage of best 
practices for data sharing in other organiza-
tions. Opportunities for training and for sharing 
knowledge about what works and what does 
not work in both information practices and 
public health can be encouraged. 
Invest In and Build Knowledge 
Management Skills  
Public health organizations must determine 
and invest in the core competencies of 
knowledge management (similar to public 
health organizations’ investments in core 
competencies associated with supporting the 
Essential Public Health Services15).  This in-
vestment should include the creation of roles 
and responsibilities for staff to develop and 
maintain knowledge management-friendly 
processes, activities, and behaviors. Top 
skills for knowledge management include a 
combination of business awareness, informa-
tion technology (IT) literacy, information man-
agement skills, and awareness of data and 
content in the context of their use.
Implement Governance and Steward-
ship for Knowledge Management   
Implementing governance and stewardship in 
an organization means establishing effective 
decision-making mechanisms for such activi-
ties as setting standards, developing policy, 
establishing data and information protocols, 
setting goals, and measuring performance. 
Protocols might include procedures for data 
maintenance, data and tool documentation, 
and standards for data acquisition (ensuring 
reliability and validity).  An organization could 
establish data stewardship roles and respon-
sibilities and establish cross-agency data 
sharing agreements.
4.2 Develop an 
Understanding of and 
Appreciation for Content 
As discussed previously, content comes in 
multiple forms. Content includes data and 
information sets commonly collected and 
used by an organization (i.e., that which 
can become explicit knowledge), as well 
as the tacit knowledge held by individuals. 
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The following bullets are speciﬁc activities 
focused primarily on managing an organiza-
tion’s explicit knowledge. 
�»  Assess current information in terms of 
data structure, elements, common identi-
ﬁers, etc.  Develop approaches to improve 
the ability to link data sets (e.g., through 
geographic linkages, time, and common 
identiﬁers).  
»  Identify gaps or deﬁciencies in the infor-
mation to determine additional informa-
tion to capture or create. 
»  Describe all data and tools to transform, 
analyze, and display data with standard-
ized metadata (see discussion on page 
15). 
»  Support approaches for linking and 
cross-referencing information. These 
links may represent conceptual asso-
ciations, ordered sequences, causality 
or other relationships depending on the 
type of knowledge being stored.
Tacit knowledge is more difﬁcult to capture 
and manage.  Identifying and categorizing its 
existence is a critical ﬁrst step.  For instance, 
who in the organization has an innate under-
standing of essential public health practices 
or services?  Are there means for that individ-
ual to bring his/her knowledge into situations 
effectively, so it can be shared or experienced 
by others?  Mining this content will require a 
culture that encourages this type of interac-
tion and rewards individuals for doing so.  De-
velopment of an ‘expertise database’ can be 
of signiﬁcant value to an organization.
4.3 Implement Processes 
to Support Knowledge 
Development
Establishing speciﬁc processes to manage 
knowledge is essential but challenging. 
Setting standards, for example, without stiﬂing 
creativity and creating burdensome overhead 
requires a clear understanding of the role of 
standards.  Organizations often launch into 
standards with an expectation that consistent 
formatting or identical processes will lead to 
better information sharing.  While this may be 
true, accomplishing this is difﬁcult for several 
reasons:  
»  Challenges knowing exactly what can/
should be standardized.
»  Challenges creating or identifying 
standards to use.
»  Challenges ensuring that standards, 
once identiﬁed, are used.
One rule for developing standards is to 
identify the minimal requirements for con-
sistency in a process or task that facilitates 
information sharing.  These requirements 
are the best candidates for initial standards. 
Starting on something of relatively limited 
scope (e.g., consistency in ﬁle naming) may 
help to identify both a process and means 
to implement standards that can then be 
used as additional standards become more 
complex.  Many organizations that have tried 
to develop comprehensive standards ﬁnd 
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themselves still working on standards years 
later, with little to show as progress. 
As described above in section 4.1, deﬁning 
an organization’s business activities and op-
erations is essential. An assessment of the 
methods, standards, and processes in place 
that affect the management and quality of 
data and information is a critical step.  Are 
there requirements for collection of speciﬁc 
components (e.g., location), for documenta-
tion (e.g., metadata), for timely reporting, for 
making data accessible?  These practices 
could be established (e.g., through a gover-
nance or strategy process) and implemented. 
These processes contribute to the ability to 
re-use data for multiple purposes. 
4.4 Explore Technology 
Approaches
Any technology suitable for knowledge man-
agement should provide a ﬂexible, seamless 
means of capturing, organizing, storing, 
and disseminating information. Organiza-
tions might explore data stores and tools 
that support indexing of content to allow for 
ease of retrieval, search, analysis, visualiza-
tion, reporting, sharing, notiﬁcation, and col-
laboration.  In addition, an organization can 
determine the optimal means to store and 
maintain data for greatest accessibility by 
public health users and stakeholders, both 
inside and outside of the agency as well as 
within and across jurisdictions.
An organization can also leverage existing in-
formation technology system initiatives such 
as directory services, public health databases, 
client management systems, immunization 
registries, and surveillance systems to avoid 
redundancy and ensure systems are inte-
grated and maximized for the greatest utility 
possible.  Special consideration is needed to 
address processes that disseminate informa-
tion, including target audience, device type, 
Web sites, portals, email, hard copy reports, 
tools for analysis, and table or map formats. 
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5 Conclusion
Knowledge management is an important 
tool for public health practitioners and or-
ganizations. By using both explicit and tacit 
knowledge, knowledge management helps 
an organization deliver the right information 
to the right place and right person at the right 
time.  Organizations can use knowledge man-
agement approaches to more fully leverage 
their information assets.  Knowledge man-
agement contributes to the integration of 
systems, tools and processes, fosters the 
transfer of competence among individu-
als, and improves individual competence 
by promoting more efﬁcient use of available 
information. Both the effectiveness and efﬁ-
ciency of public health organizations may be 
improved through the use of knowledge man-
agement strategies. 
While ASTHO and CDC have gathered a 
great deal of information from members and 
partners on knowledge management ap-
proaches, it is important to note that public 
health agencies are just at the beginning 
stages of taking advantage of their information 
assets.  Important next steps will include:  
1.  Sharing approaches in more detail across 
organizations, 
2.  Agreeing on standards for posting and 
sharing information, and 
3.  Working at the national, state, and local 
level to create a culture that encourages 
investment in information sharing.   
Knowledge, which is the highest degree of the speculative 
faculties, consists in the perception of the truth of afﬁrmative or 
negative propositions.
– Locke
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Appendix B:  Public Health 
Knowledge Management 
Activities  Identiﬁed by Public 
Health Professionals
Based on interactions and discussions with 
public health professionals, a variety of 
public health information activities have been 
identiﬁed.  Table B–1 was developed from 
facilitated discussions at a PHIN Meeting 
in Atlanta (May 2004) and a CDC-ASTHO 
sponsored Knowledge Management Meeting 
in Chicago (July 2004).  Participants were 
asked questions such as: How can informa-
tion be made more valuable and what do you 
do as a public health practitioner that requires 
knowledge?  The activities are displayed 
under the functional headings that represent 
aspects of knowledge management.  These 
functions are further subdivided based on 
speciﬁc needs identiﬁed during the discus-
sions.  Several participants identiﬁed technol-
ogy functions, which are categorized under 
the “technology” heading.  The knowledge 
management functions are:  
Contribute means the ability to add to or 
enhance the knowledge of an enterprise.
»  Publish data (e.g., via peer reviewed 
process).
�»  Collect, validate, document, and share a 
data set.
Find means the ability to search for and 
identify/locate data and information of 
interest.
»  Context query—ability to query for many 
different types of information, potentially 
based on questions such as who, when, 
how, and/or what. 
»  Topic query—ability to query for health 
information related to speciﬁc conditions, 
diseases, activities and/or trends, or ac-
tivities (e.g., grants) 
»  Spatial query—ability to query based on 
location (or where something occurs). 
Select means the ability to extract and pull 
together or consolidate a desired set of data.
»  Drill down/data mining—statistical 
analysis, modeling techniques and 
database technology to discover facts 
contained in databases.
Analyze means the ability to integrate, 
transform, and interpret data.
»  Context assessment—ability to link 
related events (e.g., situation awareness, 
syndromic surveillance systems).
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»  Determine cause—search for informa-
tion and determine potential causes and 
risk factors for speciﬁc health conditions.
»  Spatial assessment—ability to examine 
health data from a spatial perspective 
(e.g., neighboring jurisdictions) to see 
trends and comparisons.
Collaborate means the ability to work with 
others by sharing data, documents, discus-
sions, expertise, tools and resources.
Communicate means the ability to broadcast, 
alert, distribute information (e.g., bi-direction-
al, omni-directional and regionally).
»  Direct communication: with public health 
leaders and partners. 
»  General Communication: with general 
public, media, non-public health 
community, etc. 
»  Online Learning/Reference—training 
materials available via the Internet or an 
Intranet.
The table provides a starting point for de-
scribing public health business activities 
and operations that rely on information and 
knowledge.
Function Sub-Function Example Activity
Contribute—add 
to the knowledge 
of an enterprise
Publish data in  
peer reviewed 
articles, books, etc
None explicitly identiﬁed
Collect, validate, 
document and 
share data sets
None explicitly identiﬁed
Find—search, 
identify, locate 
information of 
interest
Context query Find best practices to address speciﬁc health conditions
Find sample press releases related to a speciﬁc condition
Research latest and best practices for addressing certain health issues (e.g., 
smoking cessation programs)
Topic query Explore grant opportunities relevant to a particular health topic and/or level of 
government or type of organization
Find hospital and professional association Web sites
Conduct web research on causes of liver failure
Research recommendations on speciﬁc conditions (e.g., HIV)
Research new diseases appearing in my community (e.g., La Crosse 
Encephalitis)
Reference information for street drugs – what’s new and what’s changing
Research statutes and other regulatory information (e.g, HIPAA)
Find Web sites for analytic techniques
Spatial query Find information related to health conditions in a speciﬁc geography
Access spatial data and metadata
Use data displayed geographically as an interface for keying in on speciﬁc 
information
Table B–1:  Examples of Public Health Knowledge Management Activities 
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Function Sub-Function Example Activity
Select—extract, 
consolidate 
derived set of 
data 
Drill down/data 
mining
Access data mining tools, data warehouses
Drill down to local events with all the available resources/expertise at that level
Develop concise information about complex topics (e.g., HIPAA For Dummies)
Use glossary to link to white papers/articles/updates
Access toxicology data in an emergency
Use glossary and acronym list/dictionary (perhaps a mouse rollover) including 
current names for street drugs, cultural vernacular, etc.
Use evidence based guidelines - community prevention guidelines are 
particularly useful; what interventions work – robust criteria for sorting (e.g., 
cost, legitimacy)
Work with outbreak management checklists; preparatory materials
Access indexed repository of survey questions that have worked 
Calculators and conversion tools (e.g., body mass index)
Hot links to in-depth information from multiple resources – e.g., images and 
textbooks
Peer review reference sources, journals, library resources
Analyze—
integrate, 
transform and 
interpret data
Context 
assessment
Stay on top of ongoing changes during an “event” (e.g. which treatments are 
working during an outbreak and which are not)
E-records on personal health – automatic alerts when things are out of range 
(personalized data)
Access secure Intranet for local news, disease summaries, training 
opportunities, and status reports of on-going investigations
Determine available resources quickly during an outbreak (e.g., people, 
facilities)
Situation awareness during a bioterrorism event to support incident command 
process
Link related events (when something new happens – it can be linked to 
current, past, and across jurisdictional events or lessons)
Poison testing and treatment, knowledge about specimens that trigger 
reactions and treatments that apply
Research specimens to send based on type of poisoning
Determine cause In the case of an outbreak, be able to ﬁnd all needed details, including 
causes, transmission, natural reservoirs, and prevention and treatment 
protocols
Track symptoms, evaluate conditions (e.g., for acute liver failure of unknown 
cause in hospitals) 
Spatial assessment Analyze data regarding cases and risk factors in speciﬁc and surrounding 
localities.
Research speciﬁc demographics for my community (e.g., changes in Hispanic 
population)
Examine neighboring jurisdictions to see trends and comparisons
Determine health issues region-wide, access recommendations, Track public 
health records
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Function Sub-Function Example Activity
Collaborate—
work with others 
by sharing data, 
documents, 
discussions, 
expertise tools 
and resources
Communities of interest for threaded discussions; chat rooms; electronic 
collaboration areas
Gather knowledge in a shared public space
Support for cross government collaboration to reach key stakeholders, 
including providers (e.g., local health department creating a speciﬁc physician 
view for the locale and tying it to the alert system)
Better understand organizations providing services locally
Facilitate collaboration and sharing of materials among project grantees, track 
progress, report on results
Post requests for information (e.g., inquiries)
Share technology solutions
Share common useful tools that are needed on a regular basis (e.g., “letter to 
school district” templates)
Share product review of vendors and products (CNET/opinions for public 
health IT infrastructure)
Provide protocols, guidelines, and speciﬁc steps on testing for a given agent
Link to the codes of ethics adopted by speciﬁc national organizations
Ability to access hospital Web sites to download data
Communicate—
broadcast, 
alert, distribute 
information 
Directed 
communication
Send automated alerts when certain Web sites change (e.g., HIPAA security 
standards) (and highlighted view of what changed)
Alert with a FAQ and fact sheet to local emergency responder
Automated alerts based on event triggers
Status reporting on whether people have received information and whether 
it has been read/opened/deleted/ and how long it took to make use of the 
information
Reach statewide health workforce with health information
Integrated communications/messaging systems into state, federal, local 
agencies (e.g., easy and secure (as necessary) email to the public)
Facilitated contact database with those who may have expertise – necessary 
at all levels: local, national, inside agency (e.g., real-time webcasting).
General 
Communication 
Answer public health questions 
Answer questions of local citizens and legislators
Ability to reach “a real person” to get information when needed
24/7 lists of contacts (e.g., FBI, closest hospital)
Information about whom to call and what to do for various emergencies
Develop press releases; foster inter-agency communication
Develop responses to media inquiries (e.g., data on effects of ozone and 
VOCs)
Online Learning / 
Reference
Ensure adequate educational materials
Distance learning tools
Training opportunities for the public health workforce; educational 
opportunities
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Function Sub-Function Example Activity
Technology Architecture Data warehouse with raw data for downloading and analysis for access by 
public health ofﬁcials
Information display to multiple devices, including bidirectional interactions
No client side software required for access
Use data-driven content management approach to change Web sites
User Presentation Filtering mechanism to provide appropriate information to appropriate 
recipients
Ability to customize data presented to each user and form of contact
Creative search engines to help understand, link, and interpret related similar 
concepts
Control over the organization of information based on how it works for 
particular speciﬁc uses or individuals
Flexible, usable and user customizable reporting
Segmentation of content for targeted audiences
Authentication system to determine who sees what content
Ability to track favorites (URL’s, or real-time data requests)
Navigation Ability to get back to home page easily
Ability to easily work backwards through queries 
Ensure the ability to search ﬂexibly – both hierarchically and organically
Organization Facilitate contractor adaptations to locally used software to ensure PHIN 
compatibility
Topics for public consumption should be accessible by all major search 
engines – especially Google
Everything is context-based
Effective hierarchy of information to view 50000’ and 5’ levels
One web portal with all the information that is important to and needed by any 
given jurisdiction (one-stop shopping)
Security Secure location where contact information, key Web sites can be kept
Automated data integrity validation (may be dependent on intended data use)
System 
Speciﬁcations
Single login across all systems
Fast system download and page change
Fast information dissemination throughout the system
Feedback system through wireless devices. Content gets pushed and 
recipients can respond
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Appendix C:  Examples of Public 
Health Knowledge Management 
Functions for the Essential Public 
Health Services  
Examples of speciﬁc knowledge manage-
ment activities (under the functional headings 
described in Appendix B) that support one 
of the Essential Public Health Services9 are 
presented in Table C–1.  The structure of the 
table presents the Essential Public Health 
Services as rows, intersected by the six 
knowledge management functions.  
Table C–1:  Examples of Knowledge Management Activities to Support 
Essential Public Health Services
A. Contribute B. Find C. Select D. Analyze E. Collaborate F. Communicate
1. Monitor 
health status 
to identify 
and solve 
community 
health 
problems
Contribute 
existing data 
(e.g., cancer 
registries, vital 
records, notiﬁ-
able disease 
cases) to a 
sharable pool of 
data
Find subsets 
of data in A1 
by selecting on 
data keys (e.g., 
all pertussis 
cases in TN, AL 
and MS)
Build a working 
data set from 
existing data 
(e.g., con-
catenating a 
particular data 
element or set of 
data elements)
Provide secure 
online access to 
epidemiological 
tools such as 
Epi-X
Provide a 
secure forum 
in which public 
health ofﬁcials 
can share 
documents, 
data, and 
comments 
on emerging 
issues and 
practices
Provide a secure 
communication 
mechanism so 
that involved 
public health 
ofﬁcials can com-
municate with 
each other based 
on roles and need
2. Diagnose 
and 
investigate 
health 
problems 
and health 
hazards in the 
community 
Conﬁdentially 
report cases, 
syndromes, risk 
factors, and 
survey data
Find all cases 
of a disease or 
a risk factor in a 
particular geo-
graphic area 
Broaden or 
narrow the 
selection of 
cases or survey 
responses to 
form a new data 
set
Track incidence 
and prevalence 
over time using 
public health 
practice tools
Enhance the 
use of forums 
such as Grand 
Rounds, case 
conﬁrmation, 
discussion of 
risk factors 
and causality. 
(http://www.
publichealth 
grandrounds. 
unc.edu/)
Inform public 
health partners 
via secure 
pathways
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A. Contribute B. Find C. Select D. Analyze E. Collaborate F. Communicate
3. Inform, 
educate, and 
empower 
people about 
health issues
Contribute rec-
ommendations, 
lessons learned, 
promising 
practices via an 
agreed-upon 
process
Find recom-
mendations, 
lessons learned, 
promising 
practices, on a 
particular health 
topic
Select all 
recommenda-
tions within 
particular pa-
rameters (e.g., 
all treatment 
options for 
prostate cancer)
Evaluate 
relevance and 
usability of 
health materials
Work with 
media and 
academia 
to dissemi-
nate health 
messages
Provide content 
for consumers 
in different 
languages and 
different cultural 
emphases
4. Mobilize 
community 
partnerships 
to identify and 
solve health 
problems
Identify and 
provide locations 
of services that 
would beneﬁt 
from collabora-
tion
Search for 
and identify 
community 
resources (e.g., 
satellite facilities, 
schools)
Extract a list of 
facilities within a 
certain radius of 
a given popula-
tion requiring 
services
Allow the 
building of real-
time community, 
membership, 
validation 
services
Provide secure 
communication 
networks for 
disseminating 
information
Communicate 
with emergency 
response partners
5. Develop 
policies and 
plans that 
support 
individual and 
community 
health efforts 
Describe 
effective policies 
and why they 
have worked in 
various contexts 
and make ac-
cessible via the 
Web
Be able to ﬁnd 
the laws and 
legal prece-
dence for public 
health issues 
within a jurisdic-
tion
Identify all 
laws or policies 
relating to a 
disease or risk 
factor
Assess the 
effectiveness 
of speciﬁc 
policies through 
performance 
measures
Discuss 
pending 
policies
Inform agencies 
of changes in 
policies 
6. Enforce 
laws and 
regulations 
that protect 
health and 
ensure safety
Publish res-
taurant ratings, 
environmental 
inspection 
reports
Find appli-
cable laws; Find 
previous reports 
(e.g., restaurant 
ratings, well in-
spection reports)
Compile laws 
pertaining to a 
speciﬁc popula-
tion
Track legal 
precedent
Provide forum 
for discussion 
and prioritizing
Provide policy 
reminders 
7. Link people 
to needed 
personal 
health 
services and 
assure the 
provision of 
health care
Contribute 
addresses, 
credentials, 
and services of 
local health care 
providers
Find the local 
and state 
services for 
which an indi-
vidual or family 
with speciﬁc 
requirements is 
eligible
Select favorite 
providers 
Establish on-
line tools to 
assist clients 
with managing 
and transfer 
medical records 
and assessing 
health status
Collaborate 
with providers, 
HMOs, and 
hospitals 
to capture 
appropriate 
surveillance 
information
Establish means 
to communi-
cate with local 
media to reach 
necessary popu-
lations
8. Assure a 
competent 
public and 
personal 
health care 
workforce
Publish position 
descriptions, list 
of competen-
cies, and needs 
to a community 
bulletin board
Find potential 
employees 
Select appropri-
ate candidates 
based on estab-
lished criteria
Establish and 
test benchmarks 
for competen-
cies 
Provide online 
training, 
mentoring and 
co-authoring 
support
Communicate 
agency goals to 
the workforce
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A. Contribute B. Find C. Select D. Analyze E. Collaborate F. Communicate
9. Evaluate 
effectiveness, 
accessibility, 
and quality of 
personal and 
population-
based health 
services 
Contribute 
evaluation plans 
and protocols
Search for 
effective perfor-
mance monitor-
ing tools
Select a moni-
toring tool that 
is appropriate 
for the agency 
characteristics
Track outcomes 
of services
Discuss results 
of evaluation/
monitoring with 
other agencies
Allow online user 
feedback on 
service satisfac-
tion
10. Research  
new insights 
and innovative 
solutions 
to health 
problems
Publish journal 
articles
Share journal 
subscription 
access over the 
Web; be able to 
mark articles as 
to their public 
health utility 
Combine data 
from different 
sources
Conduct as-
sessment of 
the relationship 
between the 
environment 
and health
Facilitate 
remote co-au-
thorship
Provide alterna-
tive means to dis-
seminate results 
of research
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